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INFORMATION BY UBB AD REGARDING PERSONAL DATA PROCESSING 
 

Your privacy is important to us. We have taken all the necessary organizational and technical measures in 
order to process your personal data in a manner that is lawful, appropriate and transparent. In this privacy 
statement by UBB, we explain which of your personal details we will process, for what purposes and on 
what grounds, to whom we could provide them and how long will we store them.  
 
We recommend that you read this information carefully, so that you know more about the manner of 
processing of your personal data as a client, potential client, related party to a client of ours, counterparty, 
contact person, representative of a legal entity, or any other interested party. Regardless of what are the 
purposes and the grounds on which we process your personal data, UBB will treat your data with equal 
care. This document contains also information about your rights and the manners in which you can 
exercise them. 
 
UBB may update this privacy statement and its most recent version will be available at www.ubb.bg. UBB 
will inform you of all material changes to its terms via its website or other communication channels. 

 
You will also find more information about the Bulgarian privacy legislation on the website of the Bulgarian 
Commission for Personal Data Protection at www.cpdp.bg 

 
1. About the company  
 
UBB AD (hereinafter referred to as UBB/the Bank), Company ID 000694959, 89B, Vitosha Blvd., Sofia. 
For questions, related to the processing of personal data, please contact the Data Protection Officer at 
dpo@ubb.bg.  
 
UBB AD is Personal Data Controller and in its capacity of such, conducts its activities in strict compliance 
with the requirements of the Personal Data Protection Act and Regulation (EU) 2016/679 of the European 
Parliament and of the Council on the protection of natural persons with regard to the processing of 
personal data and on the free movement of such data, in order to ensure confidentiality and lawful 
collection and processing of clients’ personal data.  
 
UBB AD is part of the KBC Group. The KBC group is a bank-insurance group of companies that through co-
operation creates and distributes banking, investment and insurance products and provides related 
financial services.  The following companies in Bulgaria also belong to the KBC Group: DZI – General 
Insurance, DZI – Life Insurance, UBB Asset Management, UBB Interlease AD, UBB Insurance Broker EAD, 
UBB Factoring EOOD and UBB – Center Management. KBC group’s main target groups are individuals, 
SME’s and corporate clients. KBC group operates mainly in Belgium, the Czech Republic, Slovakia, 
Hungary, Bulgaria and Ireland. 
 
In general UBB AD is a controller with respect to the personal data of its clients. 
 
There may be cases when UBB acts in its capacity as a personal data processor for other data controllers, 
for example: 

- As an insurance agent on behalf of other legal entities within the KBC Group – DZI – General 
Insurance, DZI – Life Insurance,  

- Upon sale of the products of UBB Asset Management and KBC Asset Management.  

http://www.ubb.bg/
http://www.cpdp.bg/
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In these cases, upon performing the respective activity, UBB AD processes data of insured persons and 
of clients using the products of UBB Asset Management or KBC Asset Management, by following the 
personal data controllers’ instructions.  

 
2.  Definitions  
 
a. “Personal data” means any information relating to an identified or identifiable natural person (‘data 
subject’); an identifiable natural person is one who can be identified, directly or indirectly, in particular by 
reference to an identifier such as a name, a personal identification number, location data, gender, 
address, telephone number, an online identifier or to one or more factors specific to the physical, 
physiological, genetic, mental, economic, cultural or social identity of that natural person. 
 
b. "Processing of personal data” any operation or set of operations which is performed on personal data 
whether or not by automated means, such as collection, recording, organization, structuring, storage, 
adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or 
otherwise making available, alignment or combination, restriction, erasure or destruction.  
 
3. Rights of Data Subjects 
 
If you are a person whose personal data is processed by UBB under the General Data Protection 
Regulation, effective since 25.05.2018, you have the following rights that you can exercise by visiting an 
office of the Bank.  
 
a. Right to access - Upon your request, as a Data Subject, the Bank shall provide information about the 
categories of personal data relating to you, which are being collected and processed by the Bank, and 
information about the purposes of the processing, the recipients or categories of recipients to whom your 
data is disclosed and the sources of this data, except the cases when the data was collected directly from 
you. 
 
b. Right to rectification – upon your request, as the Data Subject, the Bank is obliged to rectify incorrect 
and/or to fill incomplete personal data related to you. In such cases the Bank shall notify any third party 
to whom your personal data has been disclosed, of all rectifications and supplements to your personal 
data. 
 
c. Right to restriction of personal data processing – upon your request the Bank may restrict the 
processing of data related to you, upon presence of any of the following conditions: 
 

- in case you dispute the accuracy of the data processed by the Bank for you – for a period necessary 
to verify their accuracy; 

- upon establishment that the data processing is unlawful, but you wish your data not to be erased, 
but instead its usage to be restricted; 

- upon your request, in case the Bank no longer needs the personal data for processing purposes, 
but you require it for the establishment, exercise or defense of legal claims; 

- you have objected to the processing as per Art. 21, Para. 1 of the General Data Protection 
Regulation and are awaiting the results of the verification whether the Bank’s legitimate interest 
prevails over your interests as a Data Subject.  
 

d. Right to erasure (“the right to be forgotten”) – upon your request the Bank may erase your personal 
data, generally, when there is lack of or no longer compliance with the ground for its processing, or there 
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are legal grounds for its erasure. Your request for erasure of your data may be refused in case essential 
circumstances require the processing to be continued. The judgment is made on a case-by-case basis, 
taking into account the specific circumstances. In this case, the Bank notifies any third party to whom your 
personal data has been disclosed, of all erasures it carried out, as well as of the events of discontinuation 
of processing of your personal data. 
 
e. Right to data portability – In your capacity as Data Subject, you have the right to request to receive the 
personal data concerning you, which you have provided to UBB, in a structured and commonly used and 
machine-readable format and you have the right to transmit/transfer that data to another Controller 
without hindrance from UBB as personal data controller, to whom the data was provided, where the 
processing is based on consent or on a contract or the processing of your personal data is carried out by 
automated means.  
 
f. Right to object – In your capacity as Data Subject, you have the right to object to the processing of your 
personal data when the processing of personal data is based on the Bank's legitimate interest. UBB shall 
review your objection and shall provide its opinion in writing within 30 days unless this term needs to be 
extended, for which the Bank will notify you in due time. After reviewing the objection, the Bank will 
generally discontinue the processing of your personal data and will notify all interested parties to whom 
the personal data have been submitted of the objection received and of the measures taken in this regard. 
In some cases, however, the Bank has an indisputable legal basis to continue the processing of your 
personal data even after receiving your objection (for example, in cases of lawsuits, fraud surveillance, 
etc.). In such cases UBB will contact you to clarify the reasons why it will continue to process your personal 
data. If your objection concerns the processing of personal data for direct marketing, the Bank will 
suspend unconditionally the processing of your data for that purpose. 
 
g. Right to withdraw the consent given for personal data processing for the purposes outlined in the 
Declaration of Consent. The withdrawal can be done via a consent withdrawal declaration form that is 
available at the Bank’s offices. 

 
h. Right to lodge a complaint with the Commission for Personal Data Protection (CPDP) –In your capacity 
as Data Subject, you have the right to lodge a complaint with the Commission for Personal Data Protection 
(CPDP) against the actions of UBB in connection with the processing of your personal data. 
 
In the cases when you are exercising your rights as a data subject, it would be necessary for you to make 
a detailed description of your request in the application submitted to the Bank as per a standard 
application form, available in each branch of UBB’s branch network. When exercising your rights, UBB 
will need to verify your identity so as to avoid anyone else trying to impersonate you. For this purpose, 
the Bank may require an ID card or other identification document when providing you with the 
information you request. The rights may be exercised through a third party, which is explicitly authorized 
to submit and sign documents on your behalf as a Data Subject. 
 
You may ask in writing various questions about the processing of your personal data by the Bank, both in 
your service office and electronically at dpo@ubb.bg. 
 
If you do not agree with the UBB's opinion regarding your inquiry or if you wish to receive more 
information, please visit the website of the Commission for Personal Data Protection at www.cpdp.bg 
where you could file a complaint.  
 
In the cases when UBB has received your personal data from third parties, e.g. the Central Credit Register 

http://www.cpdp.bg/
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maintained by the Bulgarian National Bank (www.bnb.bg) or by ESGRAON, maintained by the Ministry 
of Regional Development and Public Works, and is processing them for its own purposes, you may file a 
complaint against the actions of these third parties directly to them.  
 
The exercise of your rights can not be opposed to the provision of your personal data to the competent 
authorities for the prevention, investigation and detection of criminal offenses. 
 
4. Types of processed personal data  
 
UBB may process different types of personal data related to your physical, social or economic identity. 
Such data may be obtained from you as the data subject, from third parties, or may be generated by the 
Bank in connection with your customer service.  
 
4.1. UBB may process different types of data, depending on the purpose of the processing, such as: 
 
A) Basic data  
In order for us to be able to offer standard products and services similar or related to the ones used by you 
(so-called basic marketing – for more information refer to section 6.4.k of this document): 
- full name 
- phone number – mobile/fixed/home/business 
- email address 
- permanent address (street, number, zip code, city, country) 
- current address (street, number, zip code, city, country) 
- information about the products you use with UBB AD and other banks in relation to application for 

credit products, as well as using “Access to my accounts with other banks” service 
 
The specified data is the basic data that UBB processes in order to identify you in its capacity as your 
service bank. The Bank will only use your contact information to make an offer to buy standard banking 
products that match your expectations as it has an interest in making you offers as a Bank. 
 
B) Extended data: 
 
The Bank may process some or all of the "Extended Data" categories listed below in order to achieve the 
purposes described below, only if it has a legal basis to do so. 
 
a) to identify you:  
 
- full name 
- place/country of birth 
- date of birth 
- nationality (citizenship) 
- sex 
- driving category (driving license) 
- permanent address (street, number, zip code, city, country) 
- current address (street, number, zip code, city, country) 
- a previous (old) address 
- copy of an ID card/another identity document (passport/driving license) 
- client number 
- national registration number/Personal ID number 
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- VAT number/VAT address 
- IP address of a computer used to access bank accounts 
- employer 
- your qualification, occupation and professional experience as well as income source 
- risk profile  
- your marital status 
 
b) to contact you:  

 
- phone number – mobile/fixed 
- email address 
- permanent address (street, number, zip code, city, country) 
- current address (street, number, zip code, city, country) 
- similar details of contact persons related to you.  
 
 
c) to provide you with the right advice and services: 
 
- your products, account numbers, your financial products (payments, loans, insurance, savings, 

investments) 
- operations and balance on your accounts - this type of data will be processed according to the 

requirements and restrictions imposed by the applicable laws.  
- Your potential interest in UBB products 
- History of your financial information and advice we have given you in the past 
- Your client profile, created on the basis of information on payment transactions, transactions on your 

accounts, your investment portfolio, your card, balances and account balances, etc.), UBB can analyze 
your behavior and identify your needs. The bank may use this profile to analyze more effectively which 
banking and/or insurance products are best suited to you.  

- Your marital status, the members of your household 
- Your financial status – UBB can offer you more appropriate advice if it is aware of your overall financial 

standing (your total assets, property, income, etc.). 
- Data on your indebtedness collected from the Central Credit Register (CCR) databases, as well as data 

on the amount of your insurance income, the insurer, and other information about your insurance 
status received from the National Social Security Institute (NSSI). The data is necessary for the Bank 
to assess your creditworthiness in order to offer you appropriate banking products and services.  

- Your qualifications, knowledge and professional experience, position held. 
- Your health – as a data processor on behalf of DZI General Insurance or DZI Life Insurance UBB may 

process information in relation to insurances (for example, in order to execute life insurance). Strict 
procedures are in place for the processing of such information in the amount needed to fulfill the 
processing purpose and upon presence of legal grounds for this. As a party to Group insurance policies, 
concluded with DZI, UBB AD acts in its capacity as a policy holder for the purposes of effecting the 
specific insurance contract and as a personal data controller of the insured persons – clients of the 
Bank, which provides to the insurer. 
In connection with the restructuring and deferral of your credit obligations for the period of 
emergency declared by decision of the National Assembly of the Republic of Bulgaria in connection 
with the pandemic of COVID-19 it is possible that UBB processes personal data about your health 
status, however, only after obtaining your explicit written consent to process your data for the specific 
purpose. 



6 
 

- Feedback, comments and suggestions, as well as previous complaints. They can definitely help UBB 
offer you better service in the future. 

 
4.2. Public data and data acquired through third parties 
 
UBB sometimes processes public information such as: 
- Information to be disclosed to a public database (e.g. Commercial Register, Lacorda Register, Apis), 

such as if you are appointed as a company director or proxy, or if you are a company owner; 
- UBB may also receive your personal data from third parties – clients, counterparties, partners or Bank 

employees: 

 from members of your family, e.g. when declaring the circumstances, which could be a conflict of 
interest upon collection of arrears; 

 from credit intermediaries in order to prepare a loan proposal, or  

 from persons related to you, pursuant to § 1, sections 4 and 5 of the Additional Provisions of the 
Credit Institutions Act,  

 from borrowers when mortgage debtors do not conclude a loan agreement and their data is 
necessary for the preparation of mortgage agreements; 

 from administrators of the Bank in connection with the declaration of a conflict of interest under 
Art. 51 of the Credit Institutions Act; 

 from clients legal entities – in cases of payroll of the legal entity’s employees, payment of dividends 
to shareholders in the legal entity, etc. 

 from clients of an insurance product, which have joined a Group policy, concluded between UBB 
and the insurance company – in cases of insurance of a third natural person by a client; 

 from official public registers, which are responsible for keeping this information legally. 
 
The public data may be processed for the purposes listed by UBB in this document in order to verify the 
accuracy of the information in the Bank's database. 
 
4.3. Location 
 
In case you want to visit an office of UBB or you want to schedule a meeting with a UBB’s employee, your 
location data will be used to find the closest office of UBB or to arrange a meeting with a representative 
of the Bank. This data is only processed if you allow access to your location on your device (computer, 
mobile phone, tablet, etc.). In case you do not wish UBB to process data related to your location, please 
change the settings of your personal device.  
 
4.4. Telephone calls  
 
During the performance of its activity, UBB may record and listen to the conversations with you. Such 
actions are necessary to ensure the processes are being followed and also as evidence of the instructions 
given by you, in relation to training of staff, or to improve the quality of products and services. Recordings 
of phone conversations are stored as evidence of the customer instructions. Records include phone calls 
with the Contact Center or the Dealer's Office of the Markets and Investment Banking Directorate. 
 
4.5. Video images from security cameras  
 
UBB can use security and CCTV cameras inside and around the premises of the Bank. UBB fully complies 
with the legal requirements for installation and use of CCTV cameras. If there are CCTV cameras installed 
in an office of the Bank, you will be notified via a sticker located in a prominent place. Recordings of CCTV 
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cameras inside and outside UBB offices (indicated with a sticker) are kept for one month. They may be 
stored for a longer period of time in the following cases: 
 
- the records will be used as proof of a specific relationship, a crime or a misdemeanor; 
- records will be used as evidence of damage or to identify a criminal, a public order offender, a witness, 

or a victim. 
 
4.6. Transaction details  
 
UBB processes data for your transactions, including amount and reason for the payment, destination, data 
about the payer / beneficiary, etc. It is possible that the Bank transmits them to other Bulgarian and 
foreign financial institutions that execute payment or settlement instructions in order to effect the 
transaction. 
The Bank may also process your data, including to provide it to other Bulgarian or foreign financial 
institutions (correspondent banks), to prevent or detect money laundering, financing of terrorism, frauds 
or other unlawful practices. 
 
4.7. Data on minors/under-age persons or persons subject to full / partial guardianship 
 
In case the Bank processes data on minors/under-age persons and persons subject to full / partial 
guardianship, such processing is made upon explicit written consent pursuant to the requirements of the 
Law of Persons and the Family, as follows: 
 
- for persons under 14 years (minors) – with a written consent of the adult exercising parental care 
(parent, adopter); 
- for persons between 14 and 18 years (under-age)  – with a written consent of the under-age person 
and confirmation of the person exercising parental care (parent, adopter). 
- for persons subject to full guardianship – with a written consent of the legal representative (guardian) 
of the person subject to full guardianship. 
- for persons subject to partial guardianship – with a written consent of the person subject to partial 
guardianship, and confirmation of his/her legal representative (custodian). 
 
4.8. Data collected via the Bank’s corporate website 
 
UBB processes data of its clients and visitors of the corporate website of the Bank www.ubb.bg, submitted 
with the feedback forms, as well as the forms related to alerts and inquiries, calculators and meeting 
requests. 
 
According to the case, such data may include: 
 
- full name, personal ID number (depending on the needs of the feedback form, the field could be 

mandatory, alternative with an option to specify a client number instead, or optional); 
- video images – for the purposes of conducted video calls, as a recording of the video conversations is 

not stored; 
- telephone / address / e-mail address/ other contact details; 
- information about your capacity as a Client / person, which is not a client of UBB; 
- additional information provided at the discretion of the Data Subject (in the form of attached files / 

free fields / during a video conversation).  
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UBB hereby informs you that as a Data Subject you are responsible for the content and the admissibility 
of provision of additional information at your discretion. We advise you prior to providing information, 
which contains personal data of third parties, to inform them of your intention. Pursuant to the 
requirements of the Personal Data Protection Act, when the Data Subject provides the Bank with personal 
data without legal grounds or data in contradiction to the Regulation, within a one-month period from 
the moment of becoming aware of it, UBB returns it to the Data Subject, unless this proves impossible or 
involves a disproportionate effort, it erases or destroys them. 
 
UBB processes the personal data received via the corporate website for the time required for the service 
and only for the purposes of the specific inquiry /alert/ request, and the video images – for the time of 
having a video meeting at the initiative of the client or the Bank, without storing a recording of the 
meeting. The data is submitted voluntarily by the Data Subject once it has been acquainted with the 
present Information and upon presence of the respective legal grounds it is processed by the Bank (e.g. 
video images are processed only upon the client’s consent)  
 
5. Recipients of personal data 

 
Personal data is generally processed by the employees of UBB. The processing of personal data may also 
be carried out by personal data processors with whom the Bank has signed a contract for this purpose 
and who perform activities forming part of the Bank’s services. Where there is a legitimate reason, 
personal data may be provided to other Controllers to use them for their legitimate purposes.  

 
a. Personal Data Controllers to whom UBB may provide personal data: 
- BNB (Bulgarian National Bank)  
- CPDP (Commission for Personal Data Protection)  
- CCP (Commission for Consumer Protection)  
- Central Credit Committee / Register 
- National Revenue Agency 
- National Social Security Institute 
- National Health Insurance Fund 
- Card and payment service and system operators like Borica AD, VISA, Mastercard, Bisera, Rings 
- external auditors, which have concluded agreements with UBB 
- Specialized Administrative Directorate "Financial Intelligence”, the State Agency for National Security, 

the Criminal Intelligence Service 
- Judicial bodies (courts the Prosecutor's Office, National Investigation Service) 
- Supreme Judicial Council 
- Central Depository; 
- Bulgarian Stock Exchange 
- Financial Supervision Commission 
- Ministry of Interior 
- Commission for Illegal Assets Forfeiture (CIAF) 
- Guarantee funds and financial institutions such as the European Investment Fund, the National 

Guarantee Fund, the European Bank for Reconstruction and Development, the European Investment 
Bank, the European Court of Auditors, the European Commission and other bodies of the European 
Union with audit and control functions, Fund Manager of Financial Instruments in Bulgaria (FMFIB). 

- Assignees with whom the Bank concludes contracts 
- Couriers and postal operators 
- Mobile operators 
- External lawyers and law firms, which have concluded agreements with UBB; 
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- Other companies within KBC Group, in their capacity as personal data controllers – to create client 
profiles for commercial purposes. If there are legitimate reasons, e.g. legitimate interest of the 
controller, your data may be provided for other purposes as well to other entities within KBC Group 
in Bulgaria or abroad, or may be processed by the Bank if it is lawfully collected from other entities 
within KBC Group in Bulgaria or abroad. 

- Commercial companies, with which the Bank has agreements concluded for opening of an account for 
payroll of the employees. 

 
In the event of changes to the list of personal data controllers to whom personal data is provided, UBB 
will update this document. 

  
b. Personal data processors are: 
 
Individuals or legal entities, public authorities, agencies or any other body which processes personal data 
on behalf of the controller. 
 
As part of the KBC Group, UBB may assign certain data processing operations to other processors in the 
Group. Some of these data processing activities, commissioned by UBB, are related to controlling and 
support functions such as:  
- financial reporting 
- compliance 
- risk 
- marketing 
- ICT management 
- internal audit 
- a research team that develops models for improvement of services and products.  

 
UBB may directly or indirectly use other data processors with whom it has signed a contract, such as:  
 
- persons, who are assigned to draw up, put together and deliver information forms to the Bank; 
- persons assisting the administrator and assignees in relation to servicing and debt collection;   
- insurers, in order to conclude and service personal and/or property insurance; 
- persons to whom the Controller has assigned the processing of personal data for organizational 

reasons; 
-  suppliers of products and services for the Bank;  
- companies, providing information and communication technologies in order to facilitate the work of 

the operation systems and services (IBM, Microsoft, etc.); 
- companies, providing maintenance of the Bank’s operating systems;  
- SMS providers, other than the mobile operators; 
- market research agencies 
- companies, which, assigned by the Bank, on its behalf and at its expense make commercial offers via 

technical means of communication -  as long as there are legal grounds for such offering 
- companies specializing in archiving digital information and access 
- companies from the KBC Group, in or outside the European Economic Area (EEA) for outsourcing 

activities by the Bank (in cases of outsourcing (a part) of the activity).  
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c. Recipients outside the European Economic Area (EEA) 
 
Some of the recipients mentioned above may be established outside the European Economic Area. The 
Bank shall forward personal data to non-EEA member countries (third countries), provided that an 
adequate level of personal data protection is ensured in accordance with the local and European laws, 
and that the personal data provided is sufficiently protected in the third country concerned, and with the 
approval of the Commission for Personal Data Protection. Your personal data may be provided to third 
countries outside the EEA, which are not treated as countries with adequate level of personal data 
protection, provided that the agreements concluded between the countries for processing and transfer 
of personal data, include standard contractual clauses (SCC), approved by the European Commission and 
after a detailed assessment of the impact of the transfer on the rights of the personal data subject is 
carried out. UBB will take all the necessary measures to protect your personal data if its processing 
requires their transfer to third parties in or outside the European Economic Area.  

 
6. Purposes of personal data processing 
 
Personal Data, collected by the Bank in its capacity of Personal Data Controller, may be processed for 
different purposes on different lawful basis, as follows: 
 
6.1. Purposes, where personal data processing is based on legal obligations: 
 
a. Client identification and authentication of personal data pursuant to the Law on the Measures against 
Money Laundering and the Rules on the Implementation thereof. 
 
b. Client profiling by the Bank based on risk assessment – Client profiling is made by the Bank pursuant 
to the Law on the Measures against Money Laundering and the Rules on the Implementation thereof 
(based on the said legal acts, the Bank performs client and transaction approval and monitoring according 
to the risk profile).  
 
c. Controlling data in order to prevent money laundering, embargo and anti-terrorism actions – The 
processing of your data is related to measures and actions taken by the Bank to prevent, detect, 
investigate and report suspicious transactions to the Financial Intelligence Agency under The Law on 
Measures Against Financing of Terrorism, the Money Laundering Measures Act and its Implementing 
Regulations.   
 
d. Client profiling with the purpose to provide services, connected with financial instruments (stocks, 
bonds, derivatives, shareholdings, etc.) – The Bank performs client profiling, based on a questionnaire for 
creating a risk profile with the purpose of providing investment services in compliance with the 
requirements of the Financial Instrument Markets Act and Ordinance No. 38 on the requirements to the 
investment mediators' activity.   
 
e. Exercising control with the purpose of preventing the cases of non-compliance with the Financial 
Instrument Markets Act and Ordinance No. 38 on the requirements to the investment mediators' 
activity – the control includes all actions for preventing, detecting, investigating and further implementing 
the necessary measures to deal with non-compliance cases, connected with the Financial Instrument 
Markets Act and Ordinance No. 38 on the requirements to the investment mediators' activity. These 
activities could be based on clients’ profiles, created during the provision of investment services pursuant 
to the Financial Instrument Markets Act and Ordinance No. 38 on the requirements to the investment 
mediators' activity. 
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f. Exercising control with the purpose of preventing and disclosing market abuse. The Bank processes 
your data in order to take action to prevent, detect, investigate and further implement the necessary 
measures while investigating cases of suspected market abuse under the Market Abuse of Financial 
Instruments Act. 
 
g. Reporting to government and control bodies – taxes, requirements of the Foreign Account Tax 
Compliance Act (FATCA) and amendments to the Tax and Social Insurance Procedural Code (TSIPC) 
relating to the automatic exchange of financial information in the field of taxation (CRS = Common 
Reporting Standard). In relation to these requirements, your collected personal data will be processed for 
accounting and tax purposes in compliance with the reporting requirements to the competent authorities 
on the grounds of legal obligations. It is possible the preparation of the mandatory reports to the BNB 
regulator to be assigned to a third party- processor, with which the Bank concludes a written agreement 
in line with the requirements of the Regulation. In the agreement with such a third party, it is mandatorily 
provisioned that upon hiring of a subcontractor, which is located outside the EEA, the Bank shall be 
notified in advance and such reassignment shall be carried out only upon the explicit written consent of 
the Bank on a case-by-case basis, as well as after ensuring that the respective technical and organizational 
measures related to security and protection of the personal data processed for the specific purpose. 
 
h. Exercising control in order to mitigate security incidents and operational risks in relation to the 
payment services provided by the Bank pursuant to the Payment Services and Payment Systems Act 
(PSPSA) – the Bank processes your personal data, including IP address, in order to undertake measures 
for prevention, disclosure and further application of the necessary measures and mechanisms to monitor 
and control cases of suspected incidents, suspected unauthorized payment transactions and/or 
fraudulent operations as per the Payment Services and Payment Systems Act (PSPSA). 
 
i. Assessment of your creditworthiness – in case you apply for a loan, the Bank is obliged under the 
Consumer Credit Act and the Consumer Loans for Real Estates Act to assess your creditworthiness and 
provide you with a loan that is consistent with your ability to fulfill your obligations under the loan 
agreement. In order for your creditworthiness assessment to be correct, the Bank will consult the NSSI, 
CCR, ESGRAON databases. 
 
6.2. Purposes for which the processing of your personal data is performed on the basis of performance 
of a contract 

 
a. Drawing up contracts at your request - to enter into a contract with you, as a customer using any bank 
product (account, deposit, credit, bank card) or as a co-contractor under a service contract, the Bank must 
have your specific personal data (e.g. name, date of birth, PIN, ID card number) as well as your contact 
details. It is possible that the Bank would require additional information, depending on the type of the 
services that are subject of the contract.   
b. Drawing up mortgage contracts (legal or contractual mortgage) – to draw up a notary deed for a 
contractual mortgage securing your loan or a legal mortgage application, the bank must have both your 
personal data and the data of your mortgagees (such as names, PIN, ID card number, address). It is 
possible that the Bank would require additional information, depending on the necessity to draw up the 
document.  
 
c. Bank product/service simulation sale – in order to sign a contract suitable for the client and to provide 
services pertinent to the client's needs, the bank needs to have some specific personal information about 
the client. For this purpose, based on the specific personal data provided by you, the Bank simulates the 
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sales of a certain product/service, in order to offer particular price and conditions for its purchase, after 
which the client/borrower would be able to make comparison and to select the most suitable offer (non-
binding offer, serving to assess your personal ability to purchase certain products).  
 
d. Product/service usage – UBB processes the personal data of clients through its various channels with 
the purpose of ensuring the usage of the Bank products and services purchased by the clients (e.g. 
processes data for a payment transaction in order to carry out a money transfer ordered by you as a 
client).  
 
e. Enforcing the rights of the Bank under a loan agreement – UBB processes your personal data on the 
basis of the loan agreement signed with you in order to exercise its rights as a creditor and to collect its 
loan receivables. UBB processes the personal data of the co-debtors in order to make contact with them 
in exercising its rights as a creditor in the event that it cannot exercise such rights against the borrower.  
 
f. Sale of DZI insurance products – for the cases in which the Bank acts in its capacity as a policy holder 
under a group policy, concluded between the Bank and DZI. In those cases the Bank, by reaching an 
individual agreement with a client (insured person), includes the latter to the Group policy. Together with 
the client, third insured persons, which the client wishes to insure, may be included to the policy. As a 
result the personal data needed to join the group policy, may be provided personally by the Data Subject 
or by third persons, which conclude the insurance for them. Upon indirect provision of third persons’ data, 
the Bank performs the respective impact assessment and risk assessment for the security of the processed 
personal data. 
 
6.3. Purpose for which the processing of personal data is made on the basis of a customer's consent:  
 
a. The Bank to exchange your personal data with other KBC companies in Bulgaria and to receive your 
personal data from the database of the Central Credit Register (CCR) at the National Bank of Bulgaria 
and the National Social Security Institute (NSSI) in order to create a precise client profile and to offer 
you personalized banking, insurance and investment products and services 
 
Pursuant to Article 4, item 4 (Definitions) of the General Data Protection Regulation, “PROFILING" means any form of automated 
processing of personal data consisting of the use of personal data to evaluate and/or analyze certain personal aspects relating 
to a natural person, in particular aspects concerning that the data subject's health, personal preferences, reliability, behavior, 
location, performance at work, economic situation. Profiling and processing of personal data for this purpose gives information 
about the needs and capabilities of the particular client. It may result in your inclusion in the promotion sales list of a specific 
product. In order for this specific analytical approach to be applied to you, your consent is necessary.  

  
In case you have given us your consent, UBB will process all your extended data for the above-mentioned 
purpose.  Detailed information on the extended personal data can be found on pages 4-5 of this document. 
 

b. The Bank to provide access to your bank accounts in other bank institutions on the territory of the 
Republic of Bulgaria, with which UBB has an agreement about this (“Access to my accounts with other 
banks” service) – based on your explicit written consent UBB will provide you with possibility to access 
your accounts with other Bulgarian banks via a single online-based platform, accessed through a 
personalized username and password of your choice.   
 
c. The Bank processes personal data for the purposes of temporary restructuring and deferral of your 
credit obligations for the period of emergency, declared by a decision of the National Assembly of the 
Republic of Bulgaria in connection with the COVID-19 pandemic - based on your explicit consent 
provided by signing a designated declaration, UBB processes your personal data in order to restructure 
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your obligations on the credit products you use. If your request is not respected, the declaration will be 
stored until the end of the declared state of emergency. 

 
6.4. Purposes for which the processing of personal data is based on safeguarding the legitimate interests 
of the controller: 
 
a. Building analytical models – UBB will build analytical models to support the development of its client 
services and to evaluate the services offered. The collected data of all clients or of a large group of clients 
are grouped under a specific attribute in order to build models/to find dependencies/ratios/algorithms 
without affecting the interests of the individual client and without taking action with respect to him (e.g. 
creating the credit rating of the client). For the creation of such models, UBB uses "pseudonymized" 
personal data, i.e. data that is masked in such a way that it cannot lead to the identification of a particular 
client without additional information being required. 
 
b. Historical, statistical or scientific purposes - UBB has a legitimate interest in processing your personal 
data for the purposes of compiling statistical surveys and reports, conducting research and development, 
conducting historical reviews and forecasts for the development of economic, financial industry, etc. For 
these purposes aggregated data derived from the records of specific personal data of the clients are used. 

 
c. Sending product and service messages – The Bank processes your personal data in order to send 
messages for the products and services used by you through calls, emails, sms, letters, etc. The messages 
pertain only to the products and services already used by you; they do not pursue marketing goals, nor 
do they contain new service offers. 

 
d. Litigations – Establishment, exercise and defense of UBB's rights – UBB will process its clients’ data in 
order to protect its rights in court/litigation procedures, when settling claims with the help of hired 
solicitors/lawyers, etc. This pertains to situations where your personal data is processed in connection 
with the administration of information related to litigations, judicial warrants, petitions and court 
decisions. 
 
e. Testing software application changes, demo platforms and internal portals for training – the Bank will 
use your personal data to test, create or update software applications to be used with the Bank’s 
operation systems, for: 
 
- testing the software code changes of applications in different testing/acceptance environments (e.g. 

perfecting the distribution channels or ensuring safer protection of the collected personal data). 
- testing software applications in a protected environment. In this case it is possible the testing to be 

assigned to an external provider, with whom the Bank has concluded an agreement. The agreement 
explicitly governs the rights and obligations of the parties, including the respective technical and 
organizational measures for security and protection of the personal data processed for the specific 
purpose. 

- incident resolving – replaying incidents  
- demo platforms 
- employee training 
 
f. Internal reporting, analysis and development of the offered products and services – UBB uses personal 
data of its clients in order to improve its market position by offering new or better services and innovative 
products and optimizing the internal banking processes. It is possible the preparation of reports, used for 
analysis of the Bank’s market positions, to be assigned to a third party – processor, with whom the Bank 
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concludes a written agreement in line with the requirements of the Regulation. The agreement with such 
a party explicitly stipulates that upon hiring of a subcontractor, which is located outside the EEA, the Bank 
shall be notified in advance and such reassignment shall be carried out only upon the explicit consent of 
the Bank on a case-by-case basis, as well as after envisaging the respective technical and organizational 
measures related to security and protection of the personal data processed for the specific purpose. 
 
g. Fraud prevention – UBB will process its clients’ personal data in order to protect itself against fraud or 
criminal actions on their part. UBB has the right not to service clients with a high risk profile, who expose 
its image to a risk.  Based on certain facts (e.g. a false ID card, certain client behavior) the Bank may assess 
the potential fraud risk. Certain indicators of the respective client profile, as well as any other information 
(like a stolen ID card, the choice of a country for e-banking) could serve as a basis for this assessment to 
indicate potential fraud. The measures for preventing and uncovering fraud are taken in the context of 
compliance to the internal security procedure rules, control, ensuring reliable information security, stored 
both physically and digitally, as well as in online banking (incl. computer “cyber” crime). 
 
h. Client relationship management – UBB will process your personal data in order to offer an individual 
approach based on the submitted information and the client profile created. Customer personal data 
stored in different databases could be grouped under a specific attribute and processed through the 
various channels (direct channels, contact centers, bank offices and branches) at the Bank, with the aim 
of the grouping being to facilitate and refine these channels for accessing information.  
 
i. Credit and insurance Risk profiling – UBB will use your personal data for building credit and insurance 
risk profiles in order to mitigate the risk when offering credit/insurance products and services to clients. 
 
j. Direct marketing of standard UBB products and services: Offering products and services provided by 
the Bank, as well as participation in surveys on products and services offered, through any of the channels, 
including bank offices, the contact center, email, SMS, phone, online channels. The Bank will offer you 
products and services and will only include you in surveys if you are a customer and, therefore, you can 
reasonably expect that it will process your personal data in order to offer you new and better products 
and services, similar or related to the ones you use. For these cases, the Bank will only use your Basic Data 
under 4.1. A herein above. 
 
k. Data transfer with companies within KBC Group in relation to activities, outsourced by UBB to 
another entity within the Group (outsourcing activity) – for the purposes of preparation of mandatory 
financial reports as per the Accountancy Act and the applicable national and European legislation. 
 
l. Storage of data in the Bank’s archival systems – there is justified legitimate interest for UBB to store 
archival data in the Bank’s systems, which is decommissioned and used for reference purposes in the 
context of non-terminated relations with clients. 
 
m. Assistance in establishing and preventing fraud in the credit process for SME and Corporate segment 
– in order to prevent financial losses and retain its financial, operational and reputation image, UBB needs 
to ensure a secure and transparent credit process. Therefore, it is essential for the Bank to prevent any 
fraudulent activity whatsoever by establishing effective fraud risk management in the credit process. To 
ensure the above-mentioned interests, UBB processes a certain set of information, including personal 
data of clients (natural persons) and natural persons – partners / representatives in clients – legal entities, 
which data is collected and processes with the ultimate purpose to support the successful prevention and 
avoidance of abuse and fraud. 
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n. Risk assessment upon problem loans’ collection – UBB has legitimate interest to process personal data 
of clients / employees in the process of exercising control, management and collection of risk 
(problematic) exposures and related problem loans. The purpose of the activities pursuant to the 
requirements of the Bulgarian legislation, is maximum collection of the Bank’s receivables within shortest 
terms possible, with the least possible expenses. 
 
*** 
The processing for these purposes is necessary for the protection of the legitimate interest of UBB as 
personal data controller, given that these interests are related to the bank's main function as a bank. UBB 
has conducted tests to determine the balance between its legitimate interests in processing your personal 
data for each of the purposes described in Section 6.4., and your interests and fundamental rights and 
freedoms as data subjects, and it has concluded that its legitimate interests as data controller do not 
violate your interests, fundamental rights and freedoms.   
 
7. Term of storage of personal data 

 
UBB shall use your personal data when UBB has a clear purpose in mind. When the purpose disappears, 
we will no longer store the data. 
 
The grounds for storing your data is rooted in the legal retention period (which is often ten years after the 
end of the legal relationship). The term may be longer when this is necessary for us to be able to exercise 
our rights. Where there is no legally defined time limit, the period may be shorter. 
 
For some purposes, a longer period of time may be needed, such as, for example, for conducting surveys 
and creating risk and marketing models. Some conclusions become clearer when analyzed over a longer 
period of time. This may lead to storage periods being extended to fifteen years after the standard 
deadlines. In these cases UBB will remove the possibility for subject identification as soon as possible and 
will only work with aggregated data. 
 
Personal data of potential clients is processed by UBB for a period of five years unless there has been 
contact with the person in the meantime. In this case, a new five-year period begins to lapse from the 
date of the last contact with the person. Potential clients can always ask for their data to be erased. 
 
Anywhere in this Information by UBB AD Regarding Personal Data Processing and in the declaration of 
consent by the client, the term UBB or “the Bank” shall mean the United Bulgarian Bank AD and its possible 
legal successors in the cases of transformation.  

 
 


